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ABSTRACT
The rapid growth of Internet of Things (IoT) solutions development
and the rise of agile development utilization, combined with the so-
called “low touch economy” and the recent discussions on privacy
and data protection brought several demands related to Information
Security. Despite the existence of several efforts – either academic
or not – focused on the definition and implementation strategies
for certification of Information Security models designed for In-
formation Technology and Communications (ICT) solutions, these
aren’t widely adopted. In addition, there are significant differences
between typical IoT solutions and ICT solutions as traditionally pre-
sented, which ends up demanding different certification strategies.
Continuous and more dynamic certification models (using cutting
edge technologies such as blockchain, self-regulation, analytics,
and artificial intelligence) are demanded in this context. This work
discusses more effective forms of certification, using innovative
edge concepts and technologies, at first aiming to identify a set
of inhibiting factors, offenders, challenges or issues that need to
be addressed correctly when developing an effective large-scale
security certification model.

CCS CONCEPTS
• Security and privacy → Systems security; • Software and its
engineering → Software creation and management; • Informa-
tion systems → Information systems applications.
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1 INTRODUCTION
Human development has increasingly demanded technological pro-
cesses and technology not only to be affected but also developed col-
laboratively. This context considers actors such as final consumers,
developers, Academia, and any other stakeholder. Society became
aware and are demanding space for more active participation in
technological development, especially concerning information secu-
rity [1]. The mobilization to stop using any givenmobile application
when privacy policies change is a current example of this kind of
end-users’ awareness and latent interest about Information Security
issues. This evolution should also achieve the certification processes
of IoT solutions for information security since end-users’ data –
whether individuals or companies - is at risk.

At a first glance, an Information Security certification process
for any technology may look something of low level of complex-
ity. These processes generally consider three basic components:
(a) technology, device or solution to be certified; (b) certification
metrics; and (c) laboratories capable of attesting the compliance to
the requirements.

Nowadays, it is expected that the technology to be certified has
already been developed and is finalized, in such a way that for each
model or version of a device a new certification process is required.
At this very moment, we are not considering the individual certi-
fication of each single produced device – a situation that may be
required for measuring systems or those that require the correct cal-
ibration. In some cases, the certification process involves sampling,
including specific processes on the devices being certified.

Certification metrics are characteristics that can be verified. This
verification process occurs through standardized methods, many of
them similar to the ISO 17015 requirements [2]. Thus, a certifiable
metric requires valid, repeatable and reproducible methods. As
such requirements, their methods of observation or measurement
uncertainties are usually defined by certifying entities, which have
the necessary enforcement for that.

The laboratory component is related to those physical infras-
tructures (with their resources), which can implement processes to
verify a requirement on a technology sample. It is expected that a
group of requirements can be certified by a single laboratory. For
example, all aspects of noise emission can be tested by the same
laboratory that certifies this specific characteristic.
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When conducting a more exhaustive survey of the adequacy
of the available strategies to carry out certification processes for
information security of IoT solution it is necessary to consider
methodologies such as those proposed by Common Criteria [3, 4]
and established by FIPS-140.2 [5]. Other strategies to certify the
quality of the IoT solution from its pre-conceptual stages must be
considered; for the purposes of this type of processes, along the
lines of Security Build In (which would allow to identify the ma-
turity of information security in the solution architecture [6–8]
and strategies established for IoT). The adoption of models similar
to the Framework for Compliance proposed by the IoT Security
Foundation [9] are mandatory in order to achieve the best stan-
dards in any certification methodology. In addition, it is desirable
to consider tools strategies for effective technological development,
such as the adoption of agile methods.

The local context of public policies also plays a key role in en-
forcing certifications and must be considered. For example, in the
Brazilian context, it is necessary to consider the national Internet of
Things plan [10], the relevant topics for making Internet of Things
[11] and the IoT action plan for Brazil [12].

When considering these various aspects together with an Open
World perspective, we identify a set of inhibiting factors, offenders,
challenges or issues that need to be correctly addressed and that
do not necessarily occur in non-IoT solutions. In this sense, from
a systemic view, it is possible to identify a set of dimensions to be
addressed: (a) The Open World Challenges and the IoT certification
process; (b) Challenges Brought by IoT era; and (c) Information
Security, Privacy and Data Protection Challenges.

This research article is structured as follows. In the second sec-
tion we discuss the challenges for an IoT solution information
security certification. In third section we discuss a certification
framework for IoT Solution Certification, as a digital ecosystem.
In fourth section we present a research case study, applying the
proposed certification validation smart contracts against the top 20
public available IoT solutions. The conclusions are given in the last
Section.

2 CHALLENGES FOR AN IOT SOLUTION
INFORMATION SECURITY CERTIFICATION

Currently, work related to certification for information security
of technological products usually addresses the issue by carrying
out certification processes only on selected versions of finished
products. [4, 5, 9] The general expectation is that these products
change little – or even do not change after the completion of the
certification process. This situation typically leads to one of three
possibilities: (a) the product cannot evolve and incorporate new
characteristics due to technical changes that would invalidate its
certification; (b) new certification processes must occur more fre-
quently; or (c) new versions of a pre-certificated product do not
have subsequent certifications.

Related works, such as those developed by the Ministry of Sci-
ence, Technology and Innovation - MCTIC [10] and the Brazilian
Chamber of IoT [11], identify topics and relevant aspects appli-
cable to the certification processes for information security. Such
requirements point to the development of solutions adhering to
the Open World strategies. These requirements are not present in
widely used and used certification models.

Considering as an example the Brazilian market, conformity
assessment of aspects such as gas emissions occurs through a net-
work of accredited laboratories to carry out specific validations.
For instance, the composition of laboratory tests on emission of
greenhouse gases, energy efficiency, noise level, and graduation of
biodegradable components compose the array of a certification on
whether the component may be considered green (less harmful to
the biosphere and more sustainable). This kind of conformity assess-
ment are carried out by Brazilian National Institute of Metrology,
Standardization and Industrial Quality - Inmetro [13]. Most of those
standards and their requirements are discussed by technical cham-
bers and are publicly available. However, the same process does not
happen in the context of information security and it seems to be
far from happening for IoT devices. Even with the efforts promoted
internationally by organizations such as The National Institute of
Standards and Technology - NIST [14], Institute of Electrical and
Electronics Engineers - IEEE [15], and IoT Security Foundation
[16], only certain specific certifications – such as PCI DSS from PCI
Security Standards Council [17], required to operate with credit
cards, or those with enforcement carried out by technologies like
marketplaces – are obtaining relative small success. Studies like the
one proposed by [18] show us that more than 80% of the sites that
must be compliant with the PCI DSS have at least one violation of
the PCI DSS that should have disqualified them.

In the context of IoT solutions, especially when new technologies
are used, there is even a difficulty in finding compatible technical
requirements for certification. [19]. Neisser et. al [20] presents a
proposal for the management of certification processes using a
decentralized system, based on block-chain and smart contracts.
However, its focus is mainly based on the management of certifica-
tions carried out, not covering aspects of the laboratory process for
verifying the certification requirements itself.

2.1 Certification and Open World Challenges
As pointed by Araujo [21] one of the biggest challenges for the
Open World is in the information ecosystem development. The
digital ecosystem paradigm makes it possible to change the sectoral
metanarrative to a social metanarrative. This vision is based on
collective intelligence, collaboration and engagement. An informa-
tion security certification process based on open world paradigm,
requires collaboration, transparency, information sharing, trace-
ability, must consider the social fact and reduce bureaucracy.

Some challenges for implementing an OpenWorld vision include:
(a) the general costs that are evolved to pass through the certifica-
tion process acts as a stop condition for several new technologies
or organizations, as a typical entrance barrier that somehow places
the effort to obtain a certification as a post-market effort; (b) the
certification process does not consider all potential stakeholders.
Actually, end-users have little to no participation of these processes;
(c) the same lack of transparency also occurs in the requirements
used and the technologies that have been positively validated; (d)
ideally, there must be a just in time certification process that meets
the evolution of any IoT solution technology.

Certifications such as Common Criteria and FIPS-140.2 are not
very committed to such aspects. Besides that, another aspect that
needs to be considered is the time to carry out by conventional
certification processes. Even in solid and structured models, these
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processes are usually carried out in an impeding time. It makes
sense that certifications related to complex environments or pro-
cesses (such as those proposed by the ISO 27k series) demands
several months, however, certifications aimed to evaluate solutions
that are developed in an agile way to satisfy the increasing and
urgent market demand of new technologies and products must
be effective from a financial perspective – allowing companies to
quickly certificate and send their products.

Finally, the certification process should encourage the develop-
ment of communities to discuss technical requirements that es-
tablish post-validation processes (i.e. through digital contracts),
encouraging the publication of the results achieved in an easily
intelligible and traceable way.

2.2 Challenges Brought by IoT Era
IoT solutions are bringing a set of new challenges and adding
another level of complexity to existing technological challenges.
Among them, it is expected to consider [1]: (a) the distributed na-
ture of IoT devices, which are developed to be used in different
scenarios or operating environments – including their availability
in public environments; (b) the exponential number of solutions
made available by a large number of players, in different versions
of software and hardware; (c) the limited capacity of resources,
which is often part of IoT solutions, that impacts the possibility
of using appropriate security mechanisms; (d) the need to ensure
Information Security throughout the solution’s life cycle until it is
discontinued; and (e) the lack of an “one size fits all” approach for
information security mechanisms.

To be considered an IoT solution it is expected, among other
characteristics, the ability to exchange data via the Internet [22],
even through gateways, brokers or similar. In a conventional archi-
tecture of an IoT solution, the following components are expected:
an IoT hardware device, containing its firmware; pooling, data ac-
quisition, data storage and data brokers systems - all with their
hardware and software components, a service or IoT platform that
runs on the Internet. [23].

Dealing with IoT solutions implies in work with a very high level
of abstraction. A specific version of a certain device model can also
be very different from another version of other device in the same
category. Comparatively, it is more or less like saying that the 2021
model of the Cessna Grand Caravan Ex aircraft and the 2021 model
of the Jeep Gladiator are both vehicles.

A drone can be considered as an IoT device, at the same time
as a so-called smart lamp or a life support device. Of course, the
information security metrics in one group of devices must be quite
different from those in other groups.

Classifying devices as sensors or actuators does little to help
with the accreditation process. It is primarily necessary to establish
a classification model that is more closely related to the application
aspect of the device. Otherwise, it would be like establishing the
same metrics for an IoT solution designed to operate in an ambu-
lance as those established for an IoT solution marketed for a pet
shop vehicle.

Therefore, certification processes demand the establishment of a
classifying schema to aggregate the solutions into niches or cate-
gories of solution, defining appropriate metrics or requiring specific

security controls for the adequate types of devices. Although com-
plexity increases, granularity is a must in this case.

2.2.1 Complex set of components on IoT Solutions. Generally, dur-
ing the life cycle of an IoT solution one must consider the devel-
opment of a set of hardware and software components, such as:
(a) the hardware of the IoT device; (b) the firmware or software
component of the IoT device; (c) The development of hardware and
software components of gateways and broker systems; and (d) the
service available through a data communication network, which
commonly runs on Internet or applications on mobile devices, for
example.

During the same life span, we can also have several revisions
that are taken into operation. Thus, all revisions of the solution,
until its discontinuation, are part of a solution life cycle. Of course,
it is common to have different versions released concurrently with
only a few modifications; corrections or hotfix versions may be
developed in parallel with new releases versions.

Considering a certification point of view, wemust ensure that any
version of the solution was submitted to the certification procedures
– or, at least, was in some way validated.

2.2.2 The Agile Development. From the various concepts that in-
tegrate the agile development environment, two of them are of
special interest for certification processes: (a) Continuous Integra-
tion and (b) Continuous Deploy. In these concepts, the solution –
particularly on software components – is continuously integrated,
tested and can also be placed for approval and production.

Considering the essential components of an IoT solution, it is
expected that a given service componentmay bemore susceptible to
this approach, with new versions being generated on a daily basis.
Firmware components can also use this strategy; however, it is
expected that an IoT hardware device owns any kind of automatic
update feature and that it can be recovered if this process does
not occur as expected. It is not usually expected that a hardware
component has several new hardware versions in a very short time
basis: in these cases, greater care shall be taken in qualification
models, approval, and other tests before its operation. After all, if
the hardware was poorly designed, it will require a greater effort
of technical maintenance, replacement, reimbursement etc.

In a comprehensive analysis, each new change made to any of
the solution components results in a new version of the system as
a whole. In other words, it requires a new deployment, with the
integration of all components.

Development life cycles with fast deploys requires certification
processes that are more efficient. If new features or corrections
are generated on a daily basis, certifications should be part of the
solution development flow.

2.3 Accountability, Information Security,
Privacy and Data Protection Challenges

When dealing with information security certification, the mere
presence of a security control or component does not mean that it
was implemented or configured correctly. For instance, an event
recording mechanism with high granularity that can be disabled
during the operation should have a lower score than a simpler
mechanism that cannot be disabled.
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On the other hand, there are several forms to achieve the same
goal. For example, a random number generator in hardware that
consists of a transducer and an analog digital converter using radio
frequency antennas can have a similar entropy that another hard-
ware using another physical phenomenon – such as the use of the
natural stochasticity of an memristor.

In some cases, the assessment of a characteristic is supported
by statistical methods. The generation of random numbers, for
instance, is as good as the absence of observed statistical patterns.
Notwithstanding, for each data stream obtained from the random
number generator we have a different dataset generated, which
can somehow affect the reproducibility of the same test in different
laboratories or scenarios. Therefore, it is mandatory to consider
that we can have non-static methods that can be applicable to each
and every solution when trying to validate the implementation of
an information security mechanism.

When evaluating Information Security in any IoT solution, as-
pects such as confidentiality, integrity, and availability must be
weighed differently given their classification or application. Thus,
it is necessary to catalog the information security objectives in
relation to the device classes.

Along with these difficulties, as pointed out by [1], information
security concerns are multidisciplinary, including: (a) Protocol and
network security; (b) Privacy and Data Protection; (c) Identity Man-
agement and Ownership; (d) Fault Tolerance; and (e) Cryptography
and protocols. Additionally, it is necessary to consider particulari-
ties of local regulations, that may demand some level of adaptations
in certification models.

For example, the auditability of a system may end up in conflict
with some existing anonymity legal requirement. The existence of
end-to-end encryption mechanisms can reinforce privacy, but it
can also make it possible for criminals to exchange information
that would be valuable for police investigators.

3 CERTIFICATION FRAMEWORK FOR IOT
SOLUTIONS

3.1 Methodology
This research was carried out as part of a governmental funded
Research Project in the scope of the Brazilian IoT Strategy. As
presented in section 2, an empirical and qualitative methodological
approach was used, through an exploratory survey on the strategies
currently available for assessing Information Security compliance
for technological solutions in general. From the survey carried
out, requirements for a technological certification framework were
identified and considered.

Some social requirements presented in [10] and [11], such as
voluntary self-assessment and transparency processes, indicated
that the use of an Open World perspective is pertinent. In this way,
the development of three fundamental aspects of the proposed certi-
fication model were modeled in respect of both technical and Open
World requirements: (a) certification requirements, (b) certification
environment, and (c) certification process.

During the development of this research, principles of Design
Science [24] were used. At the end of the process, general concep-
tual framework had been developed and validated through a set

of experiments that focused on currently available IoT solutions,
bringing theoretical requirements to the practical field.

3.2 Certification requirements
3.2.1 Open technical forums, transparency and traceability. Com-
mittees for defining security objectives, requirements for opera-
tional environments and requirements for verification processes
must be open to the participation of all stakeholders, including
end-users. All documents generated (including results of all the
certifications carried out) must be publicly available.

3.2.2 The certification must be low cost. It is necessary to address
the question about the entry costs. A security certification should
be available for most IoT solutions, not just a small part of these
solutions.

3.2.3 Voluntary with market enforcement, considering academic and
technological aspects. It is expected that businesses and consumers
in general rely on this type of model and recognize genuine value
in the certification, composing a valuable element in any decision-
making processes. Public Policies may strengthen these and other
correlated perceptions.

3.2.4 Proposing the solution life cycle. In agile development, con-
sidering continuous integration and continuous deploy, numerous
versions of an IoT solution in operation are expected. So, it makes
more sense to check and approve a solution during the development
life cycle than on selected isolated versions. The certification must
be taken place when a stable version is committed. In other words,
on every integration activity, a technical certification for security
must occur.

3.2.5 The version of an IoT solution is the set of versions for each
component of this solution. A complete IoT solution involves the
use of numerous hardware and software components. Each of these
components can have a different development process, with differ-
ent versions and certifications. In a systemic view, an executable
version of the IoT solution is made up of all versions of its compo-
nents, including any changes made to them.

3.2.6 The certification of any version of the IoT solution relates to
the sum of the certifications of the individual parts. Since each certifi-
cation of the parties can have different objectives, each component
shall have a different set of certifications. For example, the hardware
component may have a certification for anti-tampering and other
to electromagnetic emanations.

3.2.7 Different operating environments have different security pro-
files. Each operating environment shall have different requirements
on how each component must be certified and which technical re-
quirements must be met.

3.2.8 Different components have different security technical require-
ments. Each component shall be composed of smaller modules that
have different security technical requirements. For example, in the
hardware component, in a given random number generation mod-
ule there is a requirement, which is the existing entropy measure.
In the firmware component, on access control module, there is a
security requirement which is authentication, access control and
logging.
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Figure 1: Main IoT Security Certification Framework.

3.2.9 Security objectives and security profiles evolve with technology.
New types of attacks and threats emerge daily with the development
or maturation of technology. The safety profiles of each component
in each operating environment shall evolve during all the solution’s
life cycle.

3.2.10 Different security profiles require different evaluation granu-
larity. The level of scrutiny required by the security profile must
require a different effort according to the desired application. For
example, the scrutiny of a security objective related to the process
of securely updating an IoT solution employed for sensing home
environmental temperature would be less critical than the scrutiny
required for this same security objective for a commercial solution
- as temperature sensing of environments that maintain vaccines.

3.2.11 Open accreditation and smart contract driven. Accreditation
of certification laboratories must take place in an open manner,
where security objectives are verified using smart contracts. Similar
to Blockchain solutions, several laboratories - as miners, in this
appropriate analogy - may receive the demand for validation of the
same requirement, increasing the level of certainty and reducing
bias possibilities.

3.3 Certification environment
The objective of the framework is, by meeting the requirements
presented, to allow the establishment of a digital, collaborative
and multi-disciplinary ecosystem. To achieve these objectives, it is
composed of numerous actors, components and activities.

3.3.1 Actors. The framework may have at least the following set
of actors:

End-users of the solution, who have the power to choose which
IoT solution to purchase based on the information received in the
certification process. An end-user can also be a developer, part of
open technical forum groups, or even an evaluator entity.

Developers of IoT solutions are the ones that develop or inte-
grate software or hardware components in order to build an IoT
solution. A developer may also include institutions that integrate
main activity is to present the IoT solutions developed for the certi-
fication process.

Open technical forums are public or private institutions with
qualified technical staff to carry out discussions regarding this
matter. Its activities are related to the collaborative development of
digital smart contracts for verification and validation of a certain
information security objective, in addition to the establishment
of guidelines as to the number of operational environments, their
requirements and the way of presenting their validations.

Evaluator entity: It is an institution that has sufficient technical
capability to check the adequacy of an IoT solution pursuant to the
conditions of a previously established digital contract.

3.3.2 Framework components. The main components of the frame-
work are the following:

Certification history database: is a historical database that keeps
track of the results of certification processes over the time. Its
structure can be centralized or distributed. Each one of the entries
in this database is digitally signed by evaluators and are responses
to a certification request made by the developer of the IoT solution.

Security Profiles: are the set of all security profiles defined by
open technical forums. Each security profile defines which techni-
cal requirements must be present and at what restriction level they
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Figure 2: The Evaluate Security Requirements Sub-process.

must be satisfied for a given operating environment. For example,
if the device is classified as a smart vacuum cleaner (which per-
forms its activities in a residential operating environment), the set
of requirements to be met shall include the non-dissemination of
environmental images that may be captured by any type of embed-
ded sensors. On the other hand, this requirement can be quite the
opposite in the case of a smart environmental monitoring system
- that is deployed in the same residential environment to avoid
physical violations.

Security Technical Requirements: are the set of all requirements
that can be imposed on a specific type of IoT solution, regardless
of its operational environment. Each requirement corresponds to
an information security component, characteristic or posture that
affects defined information security objectives - for instance, avail-
ability, integrity, authenticity, confidentiality, non-repudiation, and
non-tractability. These requirements are stablished by open techni-
cal forums.

Certification Contracts: A certification contract establishes how
an assessment entity should carry out the process of checking and
validating a specific requirement. The guarantee of reproducibility
and repeatability is given through the use of smart contracts, pro-
grammatically established and digital signed by the open technical
forums.

Source-codes and target components: represent the set of all
physical and logical components developed or used in the inte-
gration of an IoT solution. They involve documentation and source
codes, as well as binary codes and hardware devices.

3.3.3 Certification activities. The activities of the certification pro-
cess correspond to tasks that are performed by one or more actors
using specific components. More complex tasks are called sub-
processes, as is the case with the Evaluate Security Requirements
sub-process. All activities established in the proposed framework
are:

Identify Changes on source-codes
Start new certification chain or rewind until invalid
Check Previous Certification Signatures
Evaluate Security Requirements
Identify Components
Identify the subset of contracts
Dispatch evaluation requests
Perform Technical Measurement
Dispatch Results
Sign Results
Update certification history
Store Results

3.4 Certification process
The certification process that can be seen in Figures 1 and 2 above
was modeled considering all the actors, activities and sub-processes.
A certification begins within the process of continuous integration
or the commit of codes. Therefore, a request for certification is
issued to evaluation entities. These entities should then check the
current status of the certification, identify the security profiles, se-
curity objectives and the applicable certification contracts. With
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Table 1: Top 20 IoT solutions selected for the research case study

IoT Solution Iot Solution
home-assistant/core saltstack/salt
jopohl/urh platformio/platformio-core.git
ubuntu/microk8s Open-Source/tuya-convert
DT42/BerryNet loklak/loklak_IBM_Home_Automation
phodal/iot snapcore/snapcraft
MentatInnovations/datastream.io home-assistant-libs/pytradfri
thingsboard/thingsboard-gateway Nekmo/amazon-dash
smartHomeHub/SmartIR aws/aws-iot-device-sdk-python
Telefonica/HomePWN HackerShackOfficial/Smart-Security-Camera
DexterInd/GrovePi jczic/MicroWebSrv

Figure 3: Digital signed result of a certification contract exe-
cution.

these information, technical validations (which can occur in dif-
ferent validation entities) are carried out. The results obtained are
signed and made available in a centralized or distributed manner.

4 DEFINITION AND APPLICATION OF
RESEARCH CASE STUDY

To assure the validity and usability of a continuous certification
process for IoT solutions for security, using certification contracts,
a research activity was carried out in order to develop fundamental
aspects of the proposed framework. Considering that several com-
ponents of the framework depend on the interaction with numerous
external actors - including open groups that still need to be institu-
tionalized -, this case study was carried out by running the Evaluate
Security Requirements sub-process. In addition [20] it demonstrates
the viability of functionalities for managing certification processes
based on a collaborative strategy.

In order to reproduce and repeat the findings, it is important to
define the context in terms of selecting IoT solutions, their modules,
integration versions and certification contracts.

Figure 4: Graphical representation of a continuous certifica-
tion.

4.1 Case study context
In December 2020, a search was conducted on the GitHub1 platform,
which handles a large number of open source projects. Among
the available repositories we identified those that had IoT in their
description. From these projects, we selected those that had source
code written in Python (since the certification contracts that were
used presuppose to be written in this language). To identify projects
with great engagement we selected those with the most stars (a
metric that allows to identify if a project is active and of interest to
the community). From the responses obtained, we selected the top
20 repositories. The selected repositories can be seen on following
Table 1.

4.2 Execution framework activities on case
study context

For each one of the IoT solutions, the Identify Components activity
was performed; thus, its modules were programmatically estab-
lished. The objective was to define certifiable subparts for each of
the IoT solutions. Basically, for each solution, the directories that

1More information about GitHub platform can be found at https://github.com.

https://github.com
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contained files with py extension were identified, ordering them by
those with the largest number of files in custody. Finally, of them
all, a limit of ten modules per IoT solution was taken.

Once the 20 IoT solutions were established, each with up to 10
modules, the versions that passed through the certification process
were established. Three versions were defined for each of the so-
lutions. These versions were also programmatically defined based
on commits made on the GitHub platform. Imagining a solution
with 100 commits, the upper half (of more recent commits) was
considered. The commit numbers 50, 75 and 100 had their full codes
scrutinized.

To perform the activity Identify the subset of contracts, we made
the selection and execution of a set of five certification contracts
from technical validations made available by a static source code
analysis tool: the bandit2 tool, version 1.6.2 (which allows identi-
fying points of attention for Information Security in source codes
written in Python) was used for this purpose, with the following
checks being selected: B101 - assert_used, B102 - exec_used, B103 -
set_bad_file_permissions, B104 - hardcoded_bind_all_interfaces, and
B105 - hardcoded_password_string.

4.3 Findings
The total number of technical evaluations carried out for the case
study and use was 3000 validations using certification contracts,
generating 20 graphic representations of the information security
postures, one for each scrutinized IoT technology. In addition, all
3000 were digitally signed for later custody. An example of the
signed result of applying the B101 contract against the DexterInd /
GrovePi solution can be seen in the Figure 3.

The Figure 4 shows the execution of the set of five certification
contracts against a solution. In the innermost arch, first level, the
three selected and verified versions are shown. The version values
are the tags of the commits made in the source code. The second
level presents the verified modules (in this example, actions were
carried out on the modules pers-0, pers-1, demo, mqtt-0, mqtt-1, util,
ekit-0, zha, util, and ekit-1. The third level represents the result
obtained from the execution of a specific contract from B101 to
B105: whenever an issue is found, the graph is red; otherwise, green.

Aiming greater credibility in the results of the assessments, it
is possible to require that all of these are carried out by more than
one certification laboratory, each performing the same procedures.

5 CONCLUSIONS
The revolution that IoT solutions are constantly bringing us is unde-
niable, allowing the connection between devices, objects and people.
In this context, a set of complex challenges arises for Information
Security and Data Protection research by and large, including the
certification processes for IoT devices on an Open World perspec-
tive. In particular, the lack of collaborative, transparent, continuous
certification processes.

We tried to bring in this work these set of challenges and in-
hibiting factors, which are in fact motivators for the progress of the
knowledge area on certification processes of IoT devices in a large-
scale fashion for Information Security. In addition, a proposal for a
collaborative framework was presented considering the expansion
2More information about bandit tool can be found at: https://github.com/PyCQA/bandit

of roles and actors involved in the device certification process. A
case study of the application of some of the framework’s activities
was carried out against a set of solutions currently available on
the market. The goal is to aid the development of processes with
a higher degree of maturity, which in fact influence and respond
to the needs of end users and can take advantage of cutting-edge
academic and technological developments.

For future work, it is planned to develop a pilot project for the
full application of the proposed framework for a specific group of
IoT devices used in a specific operating environment. Considering
specific characteristics of Brazilian Economy, it is expected to de-
velop some kind of application in the context of Agriculture 4.0.
This objective seems adherent to the purposes of this work because
this market contains a complex supply chain and its businesses are
constantly improving their products aiming to reduce costs; so, it
seems initially correct to assume that, as mentioned before, many
devices in e.g., precision agriculture will be updated and have newer
versions in considerably short cycles, demanding agile certification
processes like the presented framework.
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